Wi-Fi Manual for Staff and Student

CT Wi-Fi Services for Staff and HE Student

To cope with the extension of Wi-Fi Internet connections for our students, the campus Wi-Fi services are
provided in HKCT campuses and training centres. Together with the collaboration with a local telecom vendor,
CSL, our HE students and all CT staff are now entitled to use the free Wi-Fi services at all CSL hotspots.

Inside CT Campuses Outside CT Campuses
®  Wi-Fi SSID: ctWifi ®  Wi-Fi SSID: Universities via CSL
® Available at all areas (95%) in MOS Twin ® Available at more than 15,000 CSL Wi-Fi
Campuses and HMT Campus Hotspots across Hong Kong including
convenience stores, coffee shops, restaurants,
®  Wi-Fi SSID: ctStudent shopping malls, MTR stations (excluding Light
® Available at reception counter and public Rail), Airport Express stations and trains,
student sitting areas in (1) Jordan Training universities and other tertiary education
Centre, (2) Hoi Yuen Road Training Centre, (3) institutions and public phone kiosks.
Cheung Sha Wan Training Centre, (4) Yuen ® More location details can be found in CSL Wi-
Long Learning Centre Fi website at

http://www.cslwifi.com/location.html

In order to provide a more secure and personal Wi-Fi service to our students and staff, login authentication
is required during the Wi-Fi connection to “ctWifi” and “Universities via CSL”. Users should take note on the
following table to make sure they are eligible to use their login name and password for connection and follow

the instructions and steps for Wi-Fi connection in different mobile devices.

For the Wi-Fi connection to the existing SSID “ctStudent”, the common connection key, please refer to the
notice in each training centre.
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Eligibility to use the Wi-Fi services
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All HKCT and CTIHE students

Must hold an active Single Sign-On (SSO) account
eg. s1234567 @student.hkct.edu.hk
eg. s1234567 @student.ctihe.edu.hk

All HKCT and CTIHE part time
teaching staff

Must hold an active Single Sign-On (SSO) account
eg. xxx@mymail.hkct.edu.hk

eg. yyy@pt.ctihe.edu.hk

All HKCT full time staff and part

time admin staff

Must hold an active HKCT staff computer login account and
password

eg. xxx@hkct.edu.hk

eg. xxx@ctihe.edu.hk

For VIP and guests

Separate Wi-Fi services will be provided, please contact IT
Helpdesk at helpdesk@it.hkct.edu.hk for details

Instructions and Steps for Wi-Fi Connection in different mobile devices

[1] Android Mobile Phone or Tablet ...... Page 3
[2] iPhoneoriPad ... Page 4
[3] MacBook, MacBook Air/Pro ... Page 5-6

[4] Laptops using Microsoft Windows ...... Page 7-12

** for other mobile devices using different OS as above, please contact IT Helpdesk.
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[1] Connection Procedure for Android (To be done once only)

N o g M w Dd e

Go to the main menu.

ChooseSet ti ngs
Choose Wi r el es s
Choose Wi-F i sett

&. Net wor ks

i ngs
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While you are at CT Campus, tap “c t Wi Qr ivhile you are at CSL Wi-Fi hotspot, tap “Universities via CSL".

Set EAP Type to PEAP.
SetPhase 2

ctWifi
Signal strength
Fair

Security
8021x EAP

EAP method
PEAP

Phase 2 authentication
MSCHAPV2

CA certificate
(unspecified)

User certificate
(unspecified)

Identity

Anonymeus identity

Cancel

ctWifi

MSCHAPV2

CA certificate

(unspecified)

User certificate
(unspecified)

Identity

Anonymous identity
Password
Show password

Show advanced options

Cancel Connect

Inputyour| denandtt b & & SCBMNFR nnect

Aut HoeVhStG HcAaPtVIi20 n

Universities via CSL
Signal strength
11

Security
8021x EAP

EAP method
PEAP

Phase 2 authentication
MSCHAPV2

CA certificate
(unspecified)

User certificate
(unspecified)

Identity

Anonymous identity

Cancel

Universities via CSL
MSCHAPY2
CA certificate
(unspecified)
User certificate
(unspecified)

Identity’
Anonymous identity
Password

Show password

Show advanced options

Cancel Connect

or Save.

Android device should connecttoc t Wildnii ver si t i aupomalicaly. CSL
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[2] Configuration Procedure for iOS based on IPAD OS version 8.1 (To be done once only)

1. Turn on your Apple Mobile device and navigate to the home screen. Locate and Tap the Settings icon.
2. Tap the Wi-Fi button.
3. While you are at CT Campus, ensure that Wi-Fi is turned ON and select “c t Wi ©ri

While you are at CSL Wi-Fi hotspot, ensure that Wi-Fi is turned ON and select “Universities via CSL“.

R w39 00% = NEES T 16:39 20% -
BE Wi-Fi BE Wi-Fi
e ©
R W) | @
B ] —; e
[ GtWifi a=( ] BB
BT = Wi-Fi
o T pe—— ‘v
C Tae = BF .
e a=d B [ Universities via CSL 8= ]
B simw - = @ suns
= (i 7 o
BERE s — cMmce a = ()
B manw

pa

4. Inputyourident antty | & & 6 2 NR

BIA TctWifi) gy A lUniversities via CSL) M

g ke A WA e

{EM#E BB Your Official College Email Add
i i A& %\ Your Offical College Email Address

el
BB

5. Tap Join

6. You will be asked to accept a certificate the first time you connect. Click Accept to accept Global CA. Certificate.

e as  CO[EE]

@ u!; !i A : Sectigo RSA Domain Validation Secure S..

FEIEE
=132 [ a10/2021 | 8:00:00
(Please Trust the Certificate if the “Domain name” and Expiration date” is correct)

7. Youshould nowsee “ct Wi/fUini ver si t i”asyou selacte€Criztiwork.
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[3] Configuration Procedure for Mac OS based on OS version 10.9.4 (To be done once only)
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1. Turn on your Mac OS device and navigate to System Preferences. Locate and click the Network icon.
2. Make sure the Wi-Fi status is ON.

3. While you are at CT Campus, ensure that Wi-Fi is turned ON and select “c t Wi ©ri
While you are at CSL Wi-Fi hotspot, ensure that Wi-Fi is turned ON and select “Universities via CSL“.

Network
4 Show All
Location: | Automatic B
Ethernet TR
® ot Connected & Status: On | Turn Wi-Fi OFf |
W Wi-Fi Is turned on but is not connected toa
™ FireWire ey
Not Connected
0 "é Network Name v No network selected
@ Bluetooth PAN 9 ctvip 8=
Nt Connected | cewifi a =
ctGuest =
Thund.. .t Bridge
® o Connected . € ctStudent asF
WiPG-1000 =
| Universities via CSL 2= |
=
Join Other Network...
Create Network...
= e [V Show Wi-Fi status in menu bar | Advanced... | \\':1')
[ Assistme.. | [ Revert | [ Apply |

4. Inputyourident antty | & & 6 2 NR

S The Wi-Fi network “ctWifi" requires WPA2
— enterprise credentials.

Username: [ . |
| Password:

|| Show password
@ Remember this network

| yf)w | Cancel | Join {

5. Click Join

6. You will be asked to accept a certificate the first time you connect. Click Accept to accept Global CA. Certificate.

0006 Verify Certificate
— Authenticating to network "ctWifi"
. | Before authenticating to server "*.hkct.edu.hk”, you should examine the
E—4

= server's certificate to ensure that it is appropriate for this network.
! =)

To view the certificate, click "Show Certificate’.

.'-'- | Show Certificate | | Cancel | | Continue
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7. Depends on your system settings, you may ask for the Mac OS Administrative Permission to trust the Certificate.

Wi-Fi Manual for Staff and Student

q You are making changes to your Certificate
- Trust Settings. Type your password to allow
! ﬁi this.
Name: |
Password: | |
| Cancel | [ Update Settings ]
Network
< Show All Q
Location: | Automatic il
| <] ? Status: C d [ Turn Wi-Fi OFF |
Ethernet Wi-Fi is connected to ctWifi and has the IP
® itomeced € address
FireWire . P
® Nt Connected Network Name: | ctwifi <]
Bluetooth PAN @ ("] Ask to join new networks
®
Not Connected

Known networks will be joined automatically.
) If no known networks are available, you wil
@ Thund...t Bridge <..> have to manually select a netwerk.

Not Connected

802.1X: Default | Disconnect |

Authenticated via PEAP (MSCHAPV2)
Connect Time: 00:00:12

- ; ——
= [a~ (V] Show Wi-Fi status in menu bar | Advanced.. | (7)
[ Assistme... | [ Revert | [ Apply |

8. Youshouldnowsee “ct Wi/fUini ver si t i”asyouw selactecCrigtiwork.
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[ 4dondgfuir ati on Prdcedoseft oliondewsione once only)
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1. Move the mouse cursor to the top right corner of the screen to reveal the Charms Menu.

ClickSettings > Control Panel

Settings

Control Panel

Personalization

PCinfo

Help

2. ClickNet wor k and Internet > Network and Sharing Center

v, -
Q_E. Network and Intermet
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3. ClickSet up a new connection or network
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>clickManually connect toandcligkiNealtess network

~ 1 3 . ControlPanel + Network and intemet + Network and Sharing Center
i View your basic network information and set up connections
) 9" Vou are cumently et connected to any netorks.
Change sdvanced shanng
tettings Change your retworking vettndat

sq Set up & HEW CONNECHIoN OF Petwor

Sb-up.
() Teoubleshoct problems
=
Choose a connection option
ks Connect to the Internet
Hortiong Set up a broadband or dial-up connection to the Intemnet.
ineonetOptises
Windows Fremall L4 Set up a new network
<am, Setup anew router or access point.

- [Manually connect to a wireless network
-

[Connect to a hidden network or create a new wireless profile

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

4. Type in Network name, select Security type and Encryption type as follows.
While you are at CT Campus, type in ctWifi in the Network name field ("ctWifi" is case-sensitive. Don't just

type all letters in lower case or upper case).
Or
While you are at CSL Wi-Fi hotspot, typeinUn i ver si t i iathe Netwak nenglfield ("Universities via

CSL" is case-sensitive. Don't just type all letters in lower case or upper case).

Select WPA2-Enterprise from the Security type drop-down menu.

Select AES from Encryption type drop-down menu.
Click Next.

Enter information for the wireless network you want to add

Metwork name: | ctWifi | or |Universities via CSL
Security type: I | WPA2-Enterprise v ﬂ
Encryption type: I AES I

Security Key: [] Hide characters

[] Start this connection automatically

[] Connect even if the network is not broadcasting

Warning: If you select this eption, your computer's privacy might be at risk,

=
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5.ClickChange connection settings
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< B

Successfully added

< Change connection settings
Open the connection properties so that | can change the settings.

6. Unc heck al dndebtlexCensection tab. Thenclickthe S e ¢ u rtab.t y

Connectiordl | Security

Name: ctWifi

S5ID: ctWWifi
Metwork type: Access point
Network availability: Al users

[]Connect automatically when this network is in range
[ | Look for ather wireless networks while connected to this netwark
[]connect even if the network is not broadcasting its name (S510)

| | cancel

7. Under the Security tab, Select Protected EAP (PEAP) from the Choose a network authentication method drop-
down menu. Click the button Settings

Connection | Security
Security type: |WPA2-E|'1ten::15€ w |
Encryption type: |AES w |

Choose a network authentication method:

| Microsoft: Protected EAP (PEAP) {/| settngs I
["]Remember my credentials for this connection ea:

time I'm logged on

Advanced settings

Looc || e
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In the Protected EAP Properties window, Un-Check Ve r i f y
passMSCldAR EW@PJelect Authentication Method drop down menu. Click

SelectSecur ed
Confi
Un-check Aut omaltliyc use

gur e.

When connecting:

I|:| Verify the server's identity by validating the certificate I

my

[[]Connect to these servers (examples:srv1;srv2;. *.srv3Y,com):

Trusted Root Certification Authorities:

[] Baltimore CyberTrust Root

[[] Class 3 Public Primary Certification Authority
[] DigiCert Assured ID Root CA

[] DigiCert Global Root CA

[] DigiCert High Assurance EV Root CA

[[] Entrust.net Certification Authority (2048)

[ B S -

<

Notifications before connecting:

|'I'el| user if the server's identity can't be verified

I Secured password (EAP-MSCHAP v2) _]

V|I_|—_ Conﬁgure...I

Enable Fast Reconnect

[]Enforce Metwork Access Protection

[T pisconnect if server does not present aryptobinding TLY
[[]Enable Identity Privacy

| o

|| Cancel

10.Then click O Ktwice to go backto Se ¢ u r i ,tClick thesbbiton Ad v an c e d

Connection | Security

Wi

Security type: WPA2-Enterprise

Encryption type: |AES

Choose a network authentication method:

| Microsoft: Protected EAP (PEAP)

v|| Settings

time I'm logged on

Advanced settings

[ ]Remember my credentials for this connection each

ndows

t he

l ogin

When connecting:

omatically use my

L] password (and domain if ary).

server

name

"'s i deretrittiy iy

and password (

INJOWS l0gon Name an
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11.In Advanced settings, Check Specify authentication mode, select User authentication. Click OK twice to close all
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the popup Windows, then click close to finish.

Advanced settings “

802.1¥ settings | 302,11 settings

Spedfy authentication mode:
User authentication W Save credentials

Delete credentials for all users

[ Enable single sign on for this network
®) Perform immediately before user logon
Perform immediately after user logon
10 =
| Allow additional dialogs to be displayed during single
sign on
This network uses separate virtual LANs for machine
and user authentication

12.Move the mouse cursor to the top right corner of the screen to reveal the Charms Menu. Click Set t i ngs >

Av ai |. Sdettet WorfUini ver si ti.es via CSL

Settings

Control Panel

Personalization
.IIII ctwifi .I||| 3HKWi-Fi

PCinfo

L1} | ctGuest | Universities via CSL
ll fll

Help

94 ¢ -
.|I|| FEHIP .|||| CSL Auto Connect

Xl 1) ‘0-
0

Available Brightness || eduroam || eduroam
il il

E d) |I|| CSL Auto Connect

Notifications Power Keyboard

?ull| CC WLAN

TP-LINK_2.4GHz_FBA672

Sl <t

Change PC settings b
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13.ClickConnect
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(© Networks (© Networks

Illl ctwifi IIII ctWifi

Continue connecting? Enter your user name and password
If you expect to find ctWifi

in this location, go ahead and
connect. Otherwise, it may be a
different network with the same name.

]

=) e

14. Inputyour| denandPa s swor d
15. Click OK to join

16. You should nowsee “c t Wi/fUini ver si t i asyou selacteCrigtwork.
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